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Infroduction

» Billilons of dollars in losses accrued 1o Internet users due 1o

cyber-attacks that exploit human vulnerabilities (Abawayy,

2014).

® Senior citizens are one of the most vulnerable groups of
Internet users who are prone to cyber-attacks (Claar &
Johnson, 2012; Grimes et al., 2010).

®»Reason: Limited awareness of cybersecurity
countermeasures
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Cyber Threats and Attacks

€ ATTACK ORIGINS

3

12086

i |

9308
1896
1590
1565
1466

1244

180 dx0= i

1108

1080

995

COUNTRY
China
United States
France
Mil/Gov
Saudi Arabia
Russia
South Korea
Taiwan
Germany
Japan

© LIVE ATTACKS

[
I3

20150

2015-02-14 21:45:03.41

201504-14 271:45:03.98

(il IV TAO

LI

Captured between 4/10/2015 to 4/14/2015 for 24 sec

1:45:03.024 OVH.CZ =sric

ORGANIZATION

CHINANET-HN Hengy

ang
Internap Network Services

Internap Network Services

LOCATION
Changsha,. China
unknown, Czect

Washingron, United

Washington. United

P

\BT77?

23

]

w

4

W

S223 1732186

693527110

69.25.27.110

LOCATION
Saint Louis, United

eattle, United States

S
S
Saint Louis, Unitsed

Saint Louis, United

TYPE
SERVICE

mis-whbit-

edicols

unknown

unknown

33442

-
3 8

®

(O

© ATTACK TARGETS
3+ M= COUNTRY
27318 E= United States
3191 < Mil/Gov
1833 - Saudi Arabia
1614 PO Philippines
1570 ™ Russia
1330 T France
201 ™ Taiwan
62z H Cyprus
275 B9 Hong Kong
270 = Singapore
© ATTACK TYPES
H# @SI®vicE  PORT
2705 ® ssh 22
2600 @ ms-sqls 1433
2042 @ s whr 3389
server
1660 @ telnet 23
1571 ® hup 80
1116 @ wap-wsp 9200
1063 £ ::crOSOﬁ_ 445
1047 @ np 123



Cyber Crime Impact

2 ‘ ‘ SHOCKING SCALE: NUMBER
OF VICTIMS
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The total number of cybercrime victims in the past 12 months is greater than the entire
populations of USA & Canada (347m ,;jj ) or Western Europe (400m jj; )

Source: Norton cybercrime report 3/1/2016
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Research Problem

®»The Increase in the success of cyber-attack vectors
due to limited awareness of cybersecurity
countermeasures among Infernet users
»Fifects of Problem: Significant financial losses for
governments, organizations, and the Internet users

themselves (Abbasi et al., 2010; D” Arcy et al., 2009;
Purkait et al., 2014).
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Attack Vector

» Path through which a cyber-criminal can gain access to a
network server or a computer in order to deliver a malicious
effect or obtain information for malicious purposes
(Lemoudden et al., 2013).

» Non-secured wireless (Wi-Fi) networks, and phishing attacks are the
mMost common ways for cyber penetrations 1o happen (Futcher, 2015;
Noor & Hassan, 2013).

» Prevention of personal identity information (Pll) theft via access to non-
secured networks, and preventing Pll theft via email phishing identified
among the top nine cybersecurity skills needed by non-IT professionals
to counter cyber-attacks (Carlton & Levy, 2015).
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Users’ Actions Via Non-Secured Wi-Fi Networks

» Non-secured Wi-Fi network settings: homes, libraries, malls, coffee shops,
senior centers, etc. (Grimes et al., 2010)

» |n 2013, a survey of 13,022 adults revealed the following about users’
actions on non-secured Wi-Fi networks (Symantec, Norton Report, 2013).

Amount of Users Actions
56% Accessed social network account

54% Accessed personal e-mail
29% Accessed their bank account
29% Shopped online

Three out of 10 Did not always log off after having used a public
Wi-Fi connection

39% Did not take any special steps to protect
themselves when using public Wi-Fi networks 3206




Phishing Attacks

®» Online scams that use unsolicited messages o frick

10

victims into revealing their financial and/or personal
identity information (Pll) to commit or facilitfate other
crimes such as fraud, identity theft and theft of
sensitive information (Choo, 2011).

®»Deception occurs because the messages seem like they

are from legitimate organizations, especially banking and
finance services
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2014 Phishing Attacks Statistics
» Statistics (Anti-Phishing Working Group, 2015).

2014 Q.3 and Q.4 Phishing Attacks

250,000

197,252

200,000 * Represents a
163,333 20% increqse
150,000 over the two
quarters of the
100,000 same year

Quarter 3 Quarter 4
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Cybersecurity Awareness

®|nvolves Informing Internet users of cybersecurity issues
and threats, as well as enhancing their understanding
of cyber threats so they can be fully committed to
embracing security when they use the Internet (Rahim
et al., 2015)

» Cybersecurity awareness countermeasures training
focus on making Internet users more aware so that they
can identity cyber-attacks as well as mitigate the
effects of the cyber-attacks when they use the Infernet
(Rahim et al., 2015).
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Research Significance

» [0 make senior citizens aware of the potential dangers of phishing
attacks and using unsecured Wi-Fi networks, as well as how to
mifigate the impacts of cyber-attacks

® Senior citizens make up one of the fastest growing groups of
Internet users (lyer & Eastman, 2006).

» |nternet Usage Statistics by Age (Perrin & Duggan, 20195).

»Since 2012, more than half of all senior citizens report using the Internet

»Senior citizens have the greatest rate of change since 2000 among all age
groups surveyed.

®» Cybersecurity awareness is essential for senior citizens as a
countermeasure strategy to combat cyber-attacks (Choo, 2011).
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Research Significance (Cont.)

Internet Usage: Young Adults vs Senior Citizens (2000 - 2015)

96%
|||||||||||||| !5836

2015

M Young Adults M Senior Citizens
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Senior Citizens as Targets

» One in five American senior citizen is a victim of online
financial fraud, costing more than $2.6 billion per year (Willis,
20195).

® Senior citizens who are identity theft victims suffer
devastating etfects (Jones, 2001):
®» | 0ss of all thelir life savings
» Feelings of shame for being victims
» Decreased self-confidence
» Fxacerbated ilinesses to include premature death
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Main Research Question

» Are there significant mean ditfferences in the levels of
cybersecurity awareness, self-confidence, and perceived
risk of identity theff, as well as intrinsic motivation and
extrinsic motivation to pursue additional cybersecurity
awareness fraining between a group of senior citizens who
will receive cybersecurity awareness training and another
group who will not recelve cybersecurity awareness
training over a period of six weekse

3/1/2016
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Specific Research Questions

» |5 there a significant mean difference in the levels of cybersecurity awareness, self-
confidence, and perceived risk of identity theft, as well as intrinsic motivation and
extrinsic motivation to pursue additional cybersecurity awareness training of senior
citizens who will receive cybersecurity awareness training (Group A) before (t1) and
iImmediately after (t3) the cybersecurity awareness traininge

» |s there a significant mean difference in the levels of cybersecurity awareness, self-
confidence, and perceived risk of identity theft, as well as intrinsic motivation and
extrinsic moftivation to pursue additional cybersecurity awareness tfraining of senior
citizens who will not receive cybersecurity awareness fraining (Group B) before (1)
and immediately after (t3) the other group receives the cybersecurity awareness
traininge

» |5 there a significant mean difference in the levels of cybersecurity awareness, self-
confidence, and perceived risk of identity theft, as well as intrinsic motivation and
extrinsic moftivation to pursue additional cybersecurity awareness fraining between @
group of senior citizens who will receive cybersecurity awareness fraining and another
group who will not, prior to the training (Group A vs. B @ t1)¢
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Specific Research Questions (Cont.)

» Are there significant mean differences in the levels of cybersecurity awareness, self-
confidence, and perceived risk of identity theft, as well as intrinsic motivation and
extrinsic motivation to pursue additional cybersecurity awareness training of senior
citizens who will receive cybersecurity awareness training (Group A) over a period of
six weeks following the training (t3, 14, 15, & 16)¢

» Are there significant mean differences in the levels of cybersecurity awareness, self-
confidence, and perceived risk of identity theft, as well as intrinsic motivation and
extrinsic moftivation to pursue additional cybersecurity awareness tfraining of senior
citizens who will not receive cybersecurity awareness training (Group B) over a period
of six weeks following the other group receiving the training (13, t4, t5, & t6)¢

» Are there significant mean differences in the levels of cybersecurity awareness, self-
confidence, and perceived risk of identity theft, as well as intrinsic motivation and
extrinsic moftivation to pursue additional cybersecurity awareness fraining between @
group of senior citizens who will receive cybersecurity awareness fraining and another
group who will not, over a period of six weeks following the training (Group A vs. B @
t3, 14, 15, & t6)°
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Proposed Measurements and Times for Group A (group
that will receive the training) and Group B (group that will
not receive the training)

Time fH —»

f t> 13 | 1s is

Measure Treatment Measure Measure Measure Measure

Group A (The Ma(a, b, c, T Ma(a,b,c, | Ma(a,b,c, | Ma(a. b, c, | Ma(a, b, c,

Experimental G roup) d, & e)tl d, & ra:lt3 d, & E:)t¢ d, & e)rj_ d, & e)tﬁ

Group B (the Mz(a, b, c, Mg(a, b, c, | Mg(a.b,c, | Mg(a.b,c, | Mzg(a. b, c,
Control Group) d & e)tl d & r:)t3 d & F:)t4 d & e)rj_

1 = Before treatment; t3=Immediately after; ts = Two weeks after; ts = Four weeks after; te = Six weeks after
a = Cybersecurity Awareness; b = Self Confidence; ¢ = Perceived Risk of Identity Thefi;: d = Intrinsic Motivation;
e = Extrinsic Motivation
Ma ;M My (Ma Ma = Measure Group A at time 1. 3. 4.5 &6
1 3 4 5 ts

Me, ; Mg, : Mg, : Mg, : Mg, =Measure Group B attime 1.3. 4,5 & 6

3/1/2016




20

Expected Impacts of Research

®» [0 reduce the success of cyber-attacks vectors that result from limited
awareness of cybersecurity countermeasures among senior Citizens

®» O increase the awareness levels amongst senior citizens regarding issues
of cybersecurity

®» To moftivate senior citizens to seek training in cybersecurity
countermeaqsures

®» o establish how increased awareness of cybersecurity countermeasures
can mitigate the impacts of cyber-attacks amongst senior cifizens

®» [0 show how increasing cybersecurity awareness among senior ctizens
can positively contribute to aging

3/1/2016
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Questions?

s
A
!

"Okay your father
managed to get a mouse.
Now how do we use it?"
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These social medias are great, Harold!
They make it so much easier to
complain about young people these days.
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