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What is critical infrastructure?

Examples of critical sectors:

Critical infrastructure according to the U.S.

framework
16 sectors

These are systems and assets, physical or
virtual, so vital to a country that their
incapacity or destruction would have a
debilitating impact on national security,
economic stability, public health, or public
safety.

Fundamental services whose failure can put
the functioning of the nation at risk in key
areas.

They are interdependent: an attack on one
can trigger a domino effect in others.

Their protection is a priority for national
security.

Chemical

Commercial facilities
Communications
Critical manufacturing
Dams

Defense industrial base
Emergency services
Energy

Financial services

Food and agriculture
Government facilities
Health and public health
Information technology

Nuclear reactors, materials, and waste

Transportation systems

Water and wastewater systems



Importance of Protecting Critical Infrastructure

* Social
* Essential services sustain daily life.

* Prolonged disruption can cause chaos: massive blackouts, lack of water or fuel, collapse
of communications.

* Security
* Direct risk to human lives (example: inoperative hospitals).
» Compromise of national defense and public safety.
* Loss of trust in institutions.

* Economic
* Costs of technical recovery plus losses due to interruption of operations.
* Example: ransomware attack on Ireland’s health system (2021) — suspension of medical
services, direct costs > €8o million (estimated at ~€100 million).
* Interdependence
* Critical infrastructures are interconnected.
* An attack in one sector can trigger cascading failures in others.
* This makes them high-value targets for cybercriminals and hostile state actors.



Ransomware in Critical Infrastructure

A Ransomware has become one of the greatest cyber threats for governments and businesses.

A Criminal groups encrypt critical data, demand multimillidollar ransoms, and apply double extortion by
stealing confidential information.

A Critical infrastructure includes essential services such as energy, water, health, transportation, finance,
telecommunications, whose operation is vital for society.

A A successful ransomware attack can paralyze essential operations, compromise national security, and
citizens' daily lives.

A In Latin America, cyberattacks; especially ransomware; have shown drastic growth in recent years.

A According to the Aon Global Cyber Risk Report 2025, ransomware claims in the region grew by 24% in
year.

A The report "The State of OT Cyber Security in LATAM 2024" warns that economic damages from
cyberattacks exceed 1% of GDP in some countries and can reach up to 6% when critical infrastructure
affected.

A This growth is explained by rapid digitalization not accompanied by proportional advances in cybersecu
leaving regional critical infrastructure highly vulnerable to malicious actors.



Global Examples — Ransomware Paralyzing Essential Services

Colonial Pipeline — USA (2021)

The DarkSide group launched a ransomware attack that forced the shutdown of the largest fuel pipeline on the East Coast,
responsible for ~45% of the region's gasoline and diesel supply.

8,850 km of pipelines were disrupted, causing fuel shortages and panic buying in 17 states.
The government declared a state of emergency.

It was one of the most disruptive cyberattacks in the history of U.S. energy infrastructure, highlighting the vulnerability of
interconnected industrial systemes.

National Health Service - Ireland (HSE, 2021)

The Conti ransomware crippled the national health network.
Hospitals had to return to the use of paper and pencil; Hundreds of surgeries and appointments were canceled.
The full recovery took months and direct costs exceeded €8o million, with estimates close to €100 million.

This case showed that hospital systems are priority targets for ransomware and that attacks have a direct impact on the lives of
citizens.

Global lesson

Even developed countries have suffered severe consequences from ransomware in critical sectors.
The response required extraordinary government action, including emergency declarations and federal intervention.

Latin America must learn from these cases to strengthen preparedness and resilience in the face of similar threats.



Ransomware vs. Critical Infrastructure
(Global Trend)
* Increased attacks

* In 2023, 42% of ransomware incidents reported to the FBI affected critical infrastructure
organizations.

* This represents a significant increase compared to the 33% recorded in 2022.

* Diversity of affected sectors
* Of the 16 critical sectors defined in the U.S., at least 14 reported ransomware victims in 2023.

. Thfe health and manufacturing sectors were among the hardest hit, but no sector is completely
safe.

* Attackers choose critical organizations with vulnerabilities, either to maximize the impact or
increase the likelihood of payment.
* Growth in losses

* Reported economic losses from ransomware in the U.S. grew 74% between 2022 and 2023,
reaching approximately $60 million in 2023.

* The real cost is higher, as it includes rescues, operational interruptions, system recovery and
collateral damage.
* Underreporting of incidents
* Only about 20% of victims officially report to the authorities.

* This means that the actual incidence is much higher and that ransomware remains a latent
threat to critical infrastructure.



Types of ransomware attacks against critical infrastructure

Double extortion (encryption + data theft)
* The most common strategy among large ransomware groups.
* Attackers encrypt systems and steal sensitive information (power grid plans, medical records, etc.).
* Even with backups, the threat of critical data release increases the pressure and amplifies the impact.

Operational disruption of control systems
* Ransomware can affect IT systems that are essential for physical operation (OT).

 Although most incidents do not directly attack ICS/SCADA, companies preemptively stop services to prevent spread
(example: Colonial Pipeline).

* The risk of impact on industrial controllers is real and can force disruptions to critical services.

Attacks on third parties and suppliers (supply chain effect)
* Cybercriminals target IT, cloud, or telecom service providers that manage multiple critical customers.

A single attack can impact dozens of organizations.

* Example: IFX Networks (2023) affected 762 entities in Colombia, Chile, and Panama, including ministries, banks, and
companies.
Destructive Ransomware (Wipers in Disguise)
* Malware designed to sabotage under the guise of ransomware.

 Case in point: NotPetya (2017) in Ukraine, which paralyzed energy grids and other infrastructure with no intention of
bailing out.

 Although less frequent, it shows that ransomware can also be a weapon in hybrid warfare contexts.



“"Ransomware-as-a-Service” (RaaS)

What is RaaS? Professionalized criminal infrastructure

their tools to "affiliates" (other cyber criminals). . Regdy-to-use Kits '

* Affiliates launch the attacks and share the e Command and control servers.
ransom payments with the developers.

* This model has democratized the threat: even
attackers with low technical expertise can
execute sophisticated campaigns.

* Operation manuals and technical support.

* Profit sharing: Affiliates usuall}; keep 50—-80% of
the ransom, the rest goes to the developers.

* Result: ransomware has become a lucrative and

Aftermath scalable criminal industry.
* Httégekincrease in the number of groups and Implications for critical infrastructure
attacks.

* The RaaS model multiplies the number of

* Example: REvil once had ~60 affiliates attackers capable of compromising essential
distributing its ransomware, making it one of services.

the most active in the world. * Not only do a few elite groups pose a risk, but a

. Ether Proups sucl"élas %ontk_Lock(ljBiilz, alrlld Hive diverse and ever-changing criminal ecosystem.
ave also operated under this model, allowin D : :
: e :  Defenses must be reinforced in a broad and
%Lne“;gc?nnee.?;r%ﬂgt?.cm in different fstgflolri sy sustained manner to face this environment.



Common attack vectors and tactics

Initial access: phishing and stolen credentials
* Phishing emails with malicious files or links continue to be the most common way of entry.
* The abuse of insecure remote access (e.g. unprotected RDP) has been massively exploited.
* In 2020, more than 80% of successful attacks involved compromised RDP credentials or brute force.

* Teleworking during the pandemic expanded this attack surface, highlighting the need to secure remote
connections.

Exploiting vulnerabilities in exposed systems

. Ranls_om_vva re groups exploit unpatched software flaws in servers, VPNs, and critical internet-connected
applications.

* They have also used zero-day exploits in widely deployed products.

* Agile patch managementis vital: the speed of applying fixes can make the difference between being
protected or being a victim.

Lateral mobility and quiet preparation
* Once inside, attackers move around the network to escalate privileges and reach critical systems.
* They use legitimate tools (management scripts, common remote access Trojans) to evade detection.
* They can stay inside the network for days or weeks, stealing credentials and disabling backups before
detonating encryption.
Multiple extortion

* In addition to encrypting and exfiltrating data (double extortion), some groups apply a third layer of
pressure: DDoS attacks against the victim's public sites.

* Example: BlackCat/ALPHYV launched denial-of-service attacks to pressure those who were late in paying.
* This combination of encryption + leakage + DDoS seeks to corner critical organizations from all fronts.



Panorama in Latin America —What's Happening?

 Accelerated increase in incidents

LAC is today the region with the highest growth in cyber incidents worldwide.

Since 2013, it has registered an average annual growth of ~25% in reported incidents, a trend that continues in the
post-pandemic era.

In 2024 it was singled out as the fastest growing region in globally reported incidents.
Ransomware attacks account for a significant portion of this trend.

* Higher exposure, lower protection

Mass digitalization (digital government, IoT, online services) has not been accompanied by equivalent investments in
cybersecurity.

LAC is listed as the least protected region, with an average score of 10.2/20 in cybersecurity compromises.
This gap leaves the region with vulnerable targets and insufficient defenses.

* Critical infrastructure under attack

In the last 3—5 years, several countries have suffered disruptive incidents against essential services: intentional
blackouts, massive leakage of citizen data, attacks on banking systems, and ransomware on government agencies.

The region went from being a "secondary" target to a key battleground in global cybersecurity.

Emblematic case: Costa Rica (2022) declared a national emergency after a wave of ransomware against state
institutions, becoming the first country in the world to do so due to a cyberattack.



Why is Latin America an attractive target?
Policy gaps and preparedness

* Only 7 out of 32 countries have national plans to protect critical infrastructure from cyberattacks.
* Only 20 countries have operational CSIRTs.
* The lack of coordinated protection frameworks and protocols makes the region fertile ground for attackers.

Limited resources and competing priorities

* Budgets focus on health, education, and public safety, leaving cybersecurity in the background.
* Many organizations operate with nascent security programs and insufficient basic technical defenses (segmentation, 24/7 monitoring, rapid patching).
* This opens up opportunities for cybercriminals to exploit known vulnerabilities.

Perception of low risk of retaliation
* Most ransomware groups operate from Eurasia, where attacking the US or Western Europe carries greater international pressure.
« Latin America is seen as a target with less probability of immediate punitive response.
 Limited legal and operational capacity in cybercrime reduces deterrence.

Accelerated digitalization without resilience

* After the pandemic, the region massively adopted teleworking, online procedures and electronic payments.
* Cybersecurity did not grow at the same rate as connectivity (loT, SCADA connected).
* Thiscreates a "perfect storm": many exposed systems without patching or constant monitoring.

Recent successes that incentivize attacks
* Casessuch as the Conti and Hive attacks in Costa Rica (2022) demonstrated the effectiveness of extorting Latin American governments.
* Leaks of valuable data (e.g., citizen records) have generated profits on black markets.
* Theregion's reputation as a profitable and vulnerable target circulates on criminal forums, attracting groups such as LockBit and BlackCat.



Top Ransomware Groups (I)

LockBit

Currently the most prolific group worldwide, with a strong presence inthe
region.

It operates under the RaaS model and leads with 5g attacks in LATAM in
the last period analyzed (2024).

Victims: from government agencies to industrial companies.

Distinctive features:
» Effective software (LockBit 3.0 variant).
* Aggressive double extortion strategies.
 Continuous expansion through affiliates.

Considered the biggest ransomware threat currently.

ALPHYV / BlackCat

Active since the end of 2021, successor to BlackMatter/DarkSide.
Pioneer in using Rust language, making it difficult to detect.
He innovated with the free publication of stolen data to pressure.

In Latin America it has had a strong impact, especially in Mexico (>1000
organizations affected).

It usually employs triple extortion (encryption, filtering, and DDoS).

Although it suffered disruptions in 2023, it is still active globally with very
technical affiliates.

Clop

Known for massive zero-day attacks on third-party software.
Example: operation of MOVEit servers in 2023.

It operates as a Raa$S, with a focus on extortion data breaches.
Strategy: Engage suppliers to impact multiple victims at once.

Although less publicized than LockBit, it has been behind high-
profile breaches and continues to be active.

Jellyfish

Emerging group observed in 2023 with a focus on the region.

Emblematic case: attack on the National Securities Commission
of Argentina (June 2023).
Characteristics:
e Ransom note "!' READ_ME_MEDUSA!M!"
* Files encrypted with . MEDUSA.
He also claimed attacks against Garbarino (Argentina) and

mentioned victims in Bolivia, Brazil, Chile, Colombia and the
Dominican Republic.

Although smaller, its regional focus and diversity of sectors
make it a group to watch closely.



Top Ransomware Groups (Il)

Conti

One of the most feared bands until its dissolution in 2022.

Responsible for high-profile attacks, including the massive coup
against the government of Costa Rica.

Famous for multimillion-dollar lawsuits and data leaks, he even
threatened to overthrow the Costa Rican government.

After the leak of its internal chats (Conti Leaks) and international
pressure, it announced its closure.

Many members migrated to other groups such as BlackCat and Hive.

Legacy: It left chaos in the region and forced improvements in
government cyber resilience.

Hive

Active between 2021 and 2022, with afocus on the health sector and
public agencies.

Emblematic attack: CCSS (Costa Rica, 2022), which affected hospitals
and medical records.

He applied double extortion and used very efficient malware.

The FBlinfiltrated its infrastructure for months and in January 2023
announced its dismantling, releasing decryption keys to victims around
the world.

Its affiliates then migrated to other RaaS programs.

REvil (Sodinokibi)

* RaaS Group very active between 2020 and
2021, with dozens of affiliates.

e Emblematic cases:

* JBS Foods (Brazil, paid from ~11
MUSD).

* Chain attack via Kaseya.

* |t attacked companies in Brazil, Mexico and
other countries.

* Pressure from the US led Russian
authorities to announce its dismantling in
2022.

 Although its activity fell, it set a trend in
extortion and laid the foundations for new
groups






