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Objectives
To safeguard assets and ensure that policies and procedures are being followed. 

To provide management and all employees guidelines of good business practices and controls to assist them in fulfilling their fiduciary duty to the organization.  The periodic self-audit is a tool to help management and/or employees fulfill this fiduciary duty.

Note:  These self-audit guidelines may not be inclusive of all risks.  Sound management judgment should be used to determine which additional controls should be incorporated within the self-audit.

Procedures

Ensure that Center/staff are familiar with NSU policies and that polices are being followed.  This includes:

· Ensuring the accuracy of the On-Line Phone/E-Mail Directory;

· Review of telephone costs/charges; and,

· Re-enforcing policies for the use of the @nsu.nova.edu e-mail address for communication.  

Accuracy of Phone/E-Mail Directories

Periodically, Center or Staff management ensures that their areas of the On-Line Phone/E-Mail Directory are accurate.  The On-Line Phone/E-Mail Directory is at: 
http://www.nova.edu/nsu-only/oldphone/oldphone.pl
As part of this:

· Ensure that all employees working at the Center (or Staff Group) are accurately listed (phone number, Department or Center, e-mail address, etc), and past employees are deleted as needed.  The Center may determine if or how Adjuncts, and off-campus employees, are listed.  For those employees/adjuncts working for 2 Centers, the question of which (or if both Centers) is to be listed, should be resolved.

· To assist with this process, a periodic notice (e-mail) to employees can be scheduled, that reinforces the need for accurate updates.  This notification may include the LINK to the web page where changes are made, and a brief outline of where on the web page the change process is to be made (bottom right corner of the "Search Box" - titled "Change My Phone Entry Profile").  
http://www.nova.edu/cwis/cgi-bin/nsu-only/append_ph.pl
· Prior to deletion of employees from the On-Line Phone/E-Mail Directory, HR (or the past employee) should be contacted to determine if the individual is working for another Center.  If yes, that Center should be notified to update the information.

· When global moves occur, such as during office moves or when programs move between Centers, management should determine if the On-Line Phone/E-Mail Directory is impacted.  If so, global changes should be processed when possible.

Accuracy of Phone Costs/Charges

Center/staff management should review the monthly Telephone Charges (Call Accounting Report provided by the Telecommunication Department of Business Services).  Review the report for potentially excessive or inappropriate phone usage.  For each Charge Location the report lists each phone, the user, and the total phone charges including details of each long distance call.

The review of the Telephone Charges report can also be used to identify inaccurate employee phone information, such as those that have changed phone numbers, or are no longer employed by the Center or staff group. 

In addition, management should review the monthly charges for mobile devices (including Cell Phones, Pagers, PDAs, and Calling Cards).  Periodically, management should evaluate whether the most appropriate and cost effective mobile device has been provided to its employees.  This includes monitoring the continued need in those rare instances when multiple devices have been provided to one employee.
Compliance with Electronic Mail Communication Policy

Periodic communication may be used to reiterate with employees and Adjuncts that the @nsu.nova.edu e-mail address should be the only one used for communication of NSU business.  This impacts both the security of the communication, and the image that NSU projects.  The requirements are stated in Policy: 

Electronic Mail Communications http://www.nova.edu/common-lib/policies/emailcomm.policy.html
Phone/E-Mail ICON on Your Computer Desktop

If you would like an ICON on your computer desktop for the On-Line Phone/E-Mail Directory, please follow the steps below.  The ICON will make you ONLY ONE CLICK AWAY from the NSU Phone Directory.

1. Click on the following NSU Phone Directory link. 
http://www.nova.edu/nsu-only/oldphone/oldphone.pl
2. RIGHT click (RIGHT MOUSE BUTTON) using your mouse pointer on the phone directory page that pops up (any blank place on the page except for a data entry box).

3. LEFT click on "CREATE A SHORTCUT" (about nine down on the list of options).

4. Click "OK" when asked: "A shortcut to the current page will be placed on your desktop".

(NOTE: These instructions may not work on computers running some operating systems.  The steps outlined above basically place a shortcut on the desktop.)

Record and Documentation Storage and Retention

Records and reports should be properly secured and stored given the confidential nature of some information, and therefore made inaccessible to unauthorized staff.

Data Access

Data access, including the Banner system, should be appropriate for the users level of need to access data.

Corrections to Written Entries on NSU Forms

Corrections to written entries on NSU Forms are to be done by:

(1) Placing a single line through the incorrect information;

(2) Placing the correct information on the Form; and,

(3) The correction initialed, at a minimum by the highest level of management signing the Form.

(NOTE: "White-out" is not to be used to make corrections.  If “white-out” was to be used, it is not possible to determine if the “white-out” was used before or after approval.  Even if the “white-out” area is initialed by management, the potential exists that “white-out” could be used again to change a document after management approval.  Therefore, the use of white-out is not acceptable under any circumstance.)

NOTE:  Some departments may allow corrections via a method that does not include use of an NSU Form.  The above requirements may not apply to these other methods, if management’s written signature is not part of the alternate method of authorizing corrections.

Inappropriate Transactions

Departmental management is responsible for resolving inappropriate phone charges or e-mail use within their department.
For other types of transactions, Departmental management is responsible for contacting Internal Auditing if inappropriate transactions are suspected within their department.
Business Process Improvements (BPI)

Consider creating a user group, steering group or other type of management group that meets regularly to discuss and identify problems, consider process improvements, and verify compliance with NSU requirements. (http://www.nova.edu/cwis/audit/)

Questions or Comments

Questions or comments on these self-audit guidelines can be addressed to audit@nsu.nova.edu
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