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Objectives

To safeguard assets and ensure that policies and procedures are being followed. 

To provide management and all employees guidelines of good business practices and controls to assist them in fulfilling their fiduciary duty to the organization.  The periodic self-audit is a tool to help management and/or employees fulfill this fiduciary duty.

Note:  These self-audit guidelines may not be inclusive of all risks.  Sound management judgment should be used to determine which additional controls should be incorporated within the self-audit.

Procedures

Ensure that NSU’s credit card processing policies, procedures, guidelines, and/or practices used by the Center/staff are in writing and available for use.  (Note:  These policies/procedures are currently being revised with further specification by Accounting to ensure agreement between procedures and these self-audit guidelines.)

Ensure that staff is familiar with written policies and procedures and that policies and procedures are being followed.

NOTE:  As of 2/28/2007, new policies and procedures are currently available in the Finance Operations website listed below. 

· NSU Financial Operations Policies and Procedures Manual

· Section 112 – Inventory

· Section 115 – Property and Equipment

· Section 111 – Cash And Cash Management

· Section 111.80 – Bank – Merchant Services (Credit Cards)

http://www.nova.edu/cwis/fop/forms/policies.doc
NOTE:  Prior to purchasing new hardware/software and/or prior to entering into any contract and/or service agreement related to credit card processing and/or TeleCheck services; Center/Location should communicate with both NSU Finance/Treasury, and OIT departments, to ensure systems and processes are compatible with NSU software applications, and/or with outside third party processing requirements. 

Identify Credit Card Processing Terminals

Determine if the department has any credit card processing terminals.  

· All credit card processing terminals should be properly inventoried, listing department and location, with any changes communicated to General Accounting before relocation.

· Adequately document the information for each terminal location, which is to be provided to General Accounting.  (Adequate information includes name and phone of contact person, senior management responsible for the terminal, and other information as required by General Accounting.)

Determine if the Center has an appropriate number of terminal(s). One processing terminal per Center or site may be adequate and can reduce costs, as more than one NSU Fund/Org/Account can be processed per terminal.

Securing Credit Card Processing Terminals

Secure processing terminals during and after working hours to prevent unauthorized access.  

It is possible to assign password and/or user identification to staff operating terminals.  This protects the integrity of the processing function by assigning passwords and/or user identification (ID), which can help prevent unauthorized use.

· If exception reports are available that identify violations of password and user ID usage, they are to be reviewed.

Credit Cardholder Information

Obtain accurate and valid credit cardholder information (via personal contact - cardholder present, via telephone - transaction over telephone conversation, and/or via Web/Internet -transaction captured from Internet access).  

The credit cardholder information required to process transaction is:

· Dollar amount

· Account number

· Expiration date

· Signature, if cardholder present

· Other information as deemed need

When the cardholder is present, use the actual credit card that is present to obtain information.  Use the credit card that is present and SWIPE card to obtain authorization and perform transaction.  (MANUAL credit card processing costs are significantly higher than SWIPE processing costs.)

When the credit card is not present, obtain all information and verify information through authorization from the credit card processing service.  Transactions accepted when credit card is not present pose a greater risk to the Center by increasing the possibility of use by unauthorized individuals, and by compromising the Center’s position in cases of disputed charges.

Cardholder must always sign credit card transaction receipts, when credit card is present. 

Security of Cardholder’s Information

Credit cardholder information is obtained either by cardholder being present (credit card present) or by transmitted cardholder information (telephone, Internet, etc.).  

If credit card information is obtained and recorded for future use (example: periodic billing for partial payments), the information should be secured and not accessible to unauthorized individuals.  The information once used is to be properly destroyed and/or adequately stored, base on the prescribe retention schedule, which is _________ years, unless specific business needs require longer retention.  

Credit card information (i.e., credit card sales and/or refund/credit documentation) should be retained either within the department, and/or forwarded to General Accounting as specified and agreed to by General Accounting.
When information is obtained and transmitted through web/internet lines it should be safeguarded from unauthorized access.  For credit card terminals, General Accounting has worked with the credit card processing company to ensure that adequate security has been addressed to allow the secure transmission of sensitive information over telecommunication lines.

Processing of Credit Card Transactions

Ensure only authorized staff can and do process credit card transactions.

Whenever possible, such as when the cardholder is present, process credit card transactions by SWIPPING the credit card, which is the preferred method.  (Credit card transactions that are processed by SWIPE cost the Center as much as 60% less than the MANUAL processing fees.)  

· Work with General Accounting to obtain periodic transaction reports to assist management in determining the manner in how credit card transactions are being processed.  Review them for trends by locations in processing methods (swipe vs. manual); and investigate for reasonableness of methods used and associated costs. 

Processing Credit Card Refunds/Credits

The following is to be adhered to when processing credit card refunds/credits:

· All refunds/credits are to be approved by management.  Pre-approval is preferable if possible.  If this management approval is not possible on a daily basis (when staffing or remote location issues make it impossible), the management approval must be performed as part of the weekly or month-end closing process.
· The above and below controls are designed to prevent and/or detect inappropriate transactions. The requirement that a second person (within management) reviews the transactions for appropriateness is part of a well-designed control environment.
· Whenever possible, the customer should be present when processing a credit, along with the original sales and credit card receipt.  Exceptions can be allowed only if approved by department management. This documentation and approval must accompany the current credit documentation.

· For original sales made by phone or Internet, department management must have a policy that requires a copy of original documentation (example: phone order) present and current management approval, prior to issuing the credit.  This documentation and approval must accompany the current credit documentation. 

· Refunds/credits are to be processed to the original credit card number charged, unless exceptional circumstances make this impossible (example: the original credit card no longer exists).  Exceptions to this policy must be approved by both department management and General Accounting.  In these circumstances, General Accounting may wish to issue these credits from a centralized account.

· NOTE:  On an ongoing basis, General Accounting and/or Internal Auditing perform analytical reviews of credit card data.  Refunds/credits are a main focus of the analytical reviews.

· Refunds/credits are allowed under a time period that meets reasonable business needs (example: 3-6 months).  For this Center, refunds are allowed within ______________ months.  Any exception requires written department management approval. 

Department management is required to review the credit card terminal’s Batch Report (described below), which lists each individual card transaction that comprises the daily total. The management review is to ensure all refunds/credits that have been processed during the day have written documentation within the “batch” paperwork, and have written approval by management.  The Batch Report should be signed/initialed by management to signify their review.  (Note: For proper review and segregation of duties, the management review must be performed by someone other than the employee processing transactions.)

Daily/Weekly/Monthly Processes and Reports

The daily/weekly/monthly work processes are currently being reviewed by General Accounting to provide uniform processes where needed.   (Note:  In addition, these policies/procedures are currently being revised with further specification by Accounting to ensure agreement between procedures and these self-audit guidelines.)

Note: Department management should consider preparing a checklist that includes all of the require tasks to be performed daily and signed-off by staff to help ensure all tasks have been completed.

END OF DAY PROCESS:

Three summary reports are available on a daily basis that provide:

(1) the list of each individual card transaction that comprises the daily total (Batch Report); 

(2) the totals by day per card type (Batch Settlement) summary; and,

(3) a summary report (Batch Report – Batch Inquiry).  This report includes total dollars of sales, voids, and credits, with the quantity of each type of transaction.

Each location is required at a minimum to print the Batch Report that lists each transaction in a summary format. Each transaction on the Batch Report is to be reconciled/balanced to the individual credit card transaction slips.  Management’s review is in particular to ensure all refunds/credits are supported with adequate documentation, and have been approved by management.
· The Batch Report should be signed/initialed by management to signify their review.  (Note: For proper review and segregation of duties, the management review must be performed by someone other than the employee processing transactions.)

Ensure all reports are sequentially numbered, to ensure none escape review.

If at the end of the day the required reports are not “pulled”, contact General Accounting to obtain the required report information. 

Departmental management should evaluate if the two additional summary reports should be reviewed to determine if they offer value as a control at the location. 

The transaction summary report (Batch Report) also needs to be reconciled to the monthly spreadsheet (discussed below) by site personnel.  

MONTHLY REPORTS:

Ensure that the monthly Credit Card Transaction spreadsheet (Excel Spreadsheet) is prepared and sent to General Accounting as required.

Have the spreadsheet list each NSU Fund/Org/Account that is to reflect the dollar receipts or refunds.  The dollar amount is listed by credit card type (Visa/Master Charge, American Express), and monthly dollar totals are required. Internal Auditing recommends that this monthly report detail each daily dollar amount by credit card type.  The daily dollar amounts facilitate the reconciliation process, and department management should trace the daily totals on the spreadsheet to the Batch Report described in the section above.

· Internal Auditing recommends that the spreadsheet include reporting for each day, including days with zero transactions.  This daily reporting of data for each day is a “positive control”.  This can instill accountability for staff reporting on a daily basis, and enhance management information at the location.

The employee responsible for preparing the spreadsheet is to sign the document.

· If the spreadsheet is to be sent via e-mail, the spreadsheet is to include a statement that makes the sender responsible for the accuracy of information. Such a statement may include verbiage such as “by preparing and signing or forwarding this document, the individual signing/forwarding the document attests to the accuracy of the information being recorded as part of NSU’s accounts and records”.

· It is a requirement that departmental management review the spreadsheet and signs the site copy.  If forwarding the spreadsheet to General Accounting by e-mail, a statement attesting to the management review is to be included. Part of management’s review is to ensure that:

· the spreadsheet has been reconciled to the daily summary reports (Batch Reports);

· that credits have been accurately and appropriately processed; and,

· to ensure that a “second person” is part of the review process at the department level.  This function can be served by management’s daily review.

If there are no credit card transactions in a given month, prepare and send the spreadsheet to General Accounting to provide positive confirmation of the month events.  Sending each month is a “positive control”, which eliminates General Accounting being put in a position to assume that no transactions were processed for the month if the report was not received, when in reality the possibility exists that either the report was not prepared, delayed, or lost in transit.

Ensure that the monthly Credit Card Transaction spreadsheet (Excel Spreadsheet) is prepared and sent to General Accounting on the prescribe day.  Internal Auditing recommends that ONE SPECIFIC cut-off date should be selected for each month.  For this department, the “cut-off” day is ___________ of each month.

Record and Documentation Storage and Retention

Records and reports will be properly stored and inaccessible to unauthorized staff.

When credit card information is obtained and recorded for future use (example: periodic billing for partial payments), the information should be secured and not accessible to unauthorized individuals.  The information once used is to be properly destroyed and/or adequately stored, based on the prescribe retention schedule, which is _________ years, unless specific business needs require longer retention.  

Credit card information (i.e., credit card sales and/or refund/credit documentation) should be retained at either within the department, and/or forwarded to General Accounting as specified and agreed to by General Accounting.
Data Access

Data access, including the Banner system, should be appropriate for the users’ level of need to access data.

Corrections to Written Entries on NSU Forms

Corrections to written entries on NSU Forms are to be done by:

(1) Placing a single line through the incorrect information;

(2) Placing the correct information on the Form; and,

(3) The correction initialed, at a minimum by the highest level of management signing the Form.

(NOTE: "White-out" is not to be used to make corrections.  If white-out was to be used, it is not possible to determine if the “white-out” was used before or after approval.  Even if the “white-out” area is initialed by management, the potential exists that “white-out” could be used again to change a document after management approval.  Therefore, the use of white-out is not acceptable under any circumstance.)

NOTE:  Some departments may allow corrections via a method that does not include use of an NSU Form.  The above requirements may not apply to these other methods, if management’s written signature is not part of the alternate method of authorizing corrections.

Inappropriate Transactions

Departmental management is responsible for contacting Internal Auditing if inappropriate credit card transactions are suspected within their department.
In addition, General Accounting analyzes credit card, spreadsheet, and bank data to help identify inappropriate transactions, and will engage appropriate departments as needed.
Business Process Improvements (BPI)

Consider creating a user group, steering group or other type of management group that meets regularly to discuss and identify problems, consider process improvements, and verify compliance with NSU requirements.

Questions or Comments

Questions or comments on these self-audit guidelines can be addressed to audit@nsu.nova.edu
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