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Objectives

To safeguard assets and ensure that policies and procedures are being followed. 

To provide management and all employees guidelines of good business practices and controls to assist them in fulfilling their fiduciary duty to the organization.  The periodic self-audit is a tool to help management and/or employees fulfill this fiduciary duty.

Note:  These self-audit guidelines may not be inclusive of all risks.  Sound management judgment should be used to determine which additional controls should be incorporated within the self-audit.

Procedures

Ensure that NSU’s processing policies and procedures used by the Center/staff are in writing and available for use.  

Ensure that staff is familiar with written procedures and that procedures are being followed.

Ensure adherence to the several related policies and procedures for computing resources.  In part, this includes:

Office of Information Technologies (OIT) 

· Policies and Procedures

· http://www.nova.edu/common-lib/policies/
· http://www.nova.edu/cwis/oit/index.html
· http://www.nova.edu/common-lib/policies/forms/policy_compilation.pdf

· Student Related: Student Code of Conduct and Academic Integrity

· http://www.nova.edu/cwis/oit/stuservices.html
· Faculty Related: Faculty Policy Manual

· http://www.nova.edu/cwis/oit/fac_stafftech.html
· Employee Related: Employee Policy Manual

· http://www.nova.edu/cwis/oit/fac_stafftech.html
· General Policies: Copyright/Patent Policy, Computing Account Security Agreement, and others

· http://www.nova.edu/common-lib/policies/
NOTE:  As of 2/28/2007, new policies and procedures are currently available in the Finance Operations website listed below.

· NSU Financial Operations Policies and Procedures Manual
· Section 112 – Inventory

· Section 115 – Property and Equipment

· Section 111 – Cash And Cash Management

· Section 111.80 – Bank – Merchant Services (Credit Cards)

· http://www.nova.edu/cwis/fop/forms/policies.doc
The Self-Audit Guidelines are in no event designed to supersede, change, and/or replace any of the related policies and procedures cited above. 

Communication to Employees

Provide specific information and/or training on computer security and related issues:
· Consider having new hires go through a computer security orientation:

· Ensure employees have reviewed and understand policies concerning the acceptable use of computer resource. (Note: New employees must acknowledge acceptance of policies when signing onto the system for “first time”.);  

· Review threats; specific list of do’s and don’ts to protect university information, passwords, and physical security; and,

· What to do (and whom to contact) if an employee discovers a security violation.

· Periodically to all employees.  Ensure that computer security is maintained at the forefront by:

· Periodic training of staff on computer security issues;

· Periodic reminders (pop-up reminders) of current or potential computer security issues, such as the potential security breach when forwarding, printing, sharing information that contains personal information, i.e., social security numbers;

· Notifying staff when changes in computer systems and/or procedures are planned to ensure all users will be aware of the changes and the expected downtime, and to voice any concerns they might have.

Equipment Purchases

Computers:

For each computer purchased, the question should be asked if the expenditure is a second computer for the employee, and if so the rational scrutinized. The purchase of two computers (both, a desktop computer and a laptop) has both cost and efficiency drawbacks, when used for employees other than those with very specialized work requirements.  The drawbacks include:

· Extra budget resources used to purchase a duplicate computer asset, in the range of $1,000 to $2,000 per employee who has a second computer;

· Additional electric and repair costs, to maintain a second computer for an employee;

· Data security implications, for a second computer that has more hours away from the employee;

· Duplicate work by the employee, to move, maintain, and replicate the same data onto two computers;

· Increase cost for duplicate software licenses, and/or different versions of software causing conflicts in data use;

· Work stoppages, when the data needed to perform work is on the other computer;

· Wrong data, when the version being used in not as current at the version on the second computer;

For those employees that need a laptop computer, a better option may be to purchase a “replicator base” (docking station) that the laptop attaches to, to allow one connection to all the desktop devices.  The use of the replicator allows one lever to release the laptop from all devices (monitor, power supply, network connection, printers, speakers, etc) that it is attached to.

Physical Security: See Section “Physical Security” further on in this document.

Printers:

The option of using networked printers for several employees working in a department should be considered; instead of spending budget resources for many employees to each have their own printer.  Similarly to the computer example above, the extra costs for the capital asset, repair, and electricity are all considerations that lead most firms to require common printers for departments/employees.

Tracking of Computer Equipment

The physical movement of computer(s), the transfer of computer(s) between departments, and the disposition of computer(s) into surplus must be properly reported to the Fixed Assets Department and to OIT as required by those departments’ policies and procedures.  

See Financial Operations (http://www.nova.edu/cwis/fop/fixedassets/index.html)

Transfer of Employee(s) or Employee Leaves NSU’s Employment

Inform the appropriate department (Fixed Assets Accounting, OIT, etc.) when:

· A transfer of employee occurs, changing the employee responsible for the department’s computer equipment;

· A transfer of computer equipment occurs, between employees and/or departments;

· A change in the physical location of employee and/or computer equipment; and,

· Employee leaves NSU’s employment.

Sensitive Information

Centers should provide appropriate methods to dispose of sensitive and/or confidential information.  Such as:

· Consider procedures for the “overwriting” or “wipe disk clean with 1 & 0s” of sensitive information 

· Provide secure trash receptacles (such as third party services used by NSU that collect and recycle confidential and sensitive information); and,

· Consider security procedures for sensitive information (i.e., social security number, financial information) that is being forwarded to entities out side of NSU.

Software Licensing

All users of computer resources are accountable for their activities.  Users must respect the privacy and personal rights of others, to include abiding by all applicable copyright laws and licenses, and refrain from behavior which impairs NSU’s reputation within the community.  Users should use only the computers, computer accounts, and computer files for which they are authorized, and for the intended purpose.

Ensure that either your department, or OIT for standard software applications, retains documentation for the number of software licenses currently in use.

Review of User ID for Appropriate Level of Access

By Module/Screen

Periodically, obtain a list of User ID with “modification” and “view” rights to screens and modules that your department is responsible for.  Ensure that all User IDs have appropriate access.

By Department

Periodically obtain a list of all User ID and all screens and modules that employees in your department have “modification” and “view” rights.  Ensure that all User IDs have appropriate access. 

By Employee

For terminated employees, ensure that User ID and access rights/authorizations are revoked.

For transferred employees, ensure access rights/authorizations are updated or revoked as needed.
Password Security

Passwords should be chosen by and known only to the individual user responsible for the User ID.  

Ideally, passwords should be committed to memory.  If passwords are in writing, they are required to be kept in a secure location.

Use User ID and password of appropriate length.  Do not use dictionary words.  Refer to NSU Computing Account Security Policy Agreement at the website mentioned above in order to obtain password standards.

· Change password periodically.     
· When logging in, after several attempts at a password (ideally three or less) the system should disable the User ID until OIT is contacted directly.  

Workstations must be logged-off or secured to a point that requires a new log-on whenever they are unattended.  

Banner Account Coordinator
Centers/Departments should assign a “Banner Account Coordinator” responsible for reviewing employee additions/deletions, and the employees’ appropriate level of access to Banner.
The Banner Account Coordinator should: 

· Receive the monthly security reports from OIT which identifies the User IDs and the access permissions and/or security levels assigned to all department employees.

· Review the security reports to determine that department employees have the proper authorized access for the department (security classes) and the appropriate security level (“Change/Modify” or “View Only") for the Banner modules/screens).
· Have a process to report all of the changes (terminations, transfers, etc) affecting department employees to the appropriate central administration (OIT, Human Resources, Payroll, etc.).
· Receive/review a system generated e-mail anytime that there is a Human Resource Action that affects the level of Banner Access of a department employee (i.e., termination, transfer, etc.).
· Ensure that requested changes in Banner User’s level of access have actually been made and are reflected in the subsequent Banner Security Report.
· (Ensures that terminated employees no longer have access to department’s Banner modules/screens; and that new/transferred employees are assigned proper access to department’s modules and deleted from access to previous department.).
· Sign-off acknowledging the review and approval of the monthly security report (OIT spreadsheet).
Wireless LAN’s

Ensure that appropriate security exist to protect NSU from internal and external threats.  

Wireless communication is for “student mobility”, NSU employees should not use the wireless system for to process and/or transmit Banner and/or other administrative systems.

Refer to policy NSU Wireless Information Network and Global Services (NSU WINGS) for further details go to http://www.nova.edu/common-lib/policies/wings.policy.html
Physical Security

The Center should provide reasonable means to prevent computer (as well as other high-value assets) from theft.

· For laptop computers, a cable lock should be used to secure the laptop and “docking station” (port replicator base) to the office desk to prevent theft during all times, to provide coverage for any period when an office door is not locked.  This lock can be secured to OIT’s standard locking cable (Secure-It). 

· As part of the above locking method, it is recommended that using the dockings station or laptop port that includes a “metal shroud” is the preferred method of locking the laptop if incorporated into the design, as the metal shroud adds strength.  In addition, when this design is part of the docking station itself, it may prevent the laptop from being separated from the docking station, therefore securing both pieces of equipment, and increasing the size and weight of the item to further deter theft.

· For desktop computers and printers, OIT’s standard locking cable (Secure-It) should be considered.

Consider if, or how, access to buildings, common areas, office space, computer systems, and/or networks should be restricted.

Environmental Factors

Each Center should take action to provide reasonable protection against environmental threats such as flooding or falling water, extreme temperatures, and other events.

Centers that have and operate in-house computer processors/servers should have written emergency backup and recovery procedures that address the restoration actions for system failures.

Bandwidth Usage

Ensure that the Center is optimizing the use of bandwidth when providing access to information and systems to users.

Consider instituting a written policy to ensure that employees and students are aware of the policies with regards to network bandwidth consumption that address:

· Non-business use of computer resources by employees and students.

Record and Documentation Storage and Retention

Records and reports should be properly secured and stored given the confidential nature of some information, and therefore made inaccessible to unauthorized staff.

Data Access

Data access, including the Banner system, should be appropriate for the users level of need to access data.

Corrections to Written Entries on NSU Forms

Corrections to written entries on NSU Forms are to be done by:

(1) Placing a single line through the incorrect information;

(2) Placing the correct information on the Form; and,

(3) The correction initialed, at a minimum by the highest level of management signing the Form.

(NOTE: "White-out" is not to be used to make corrections.  If white-out was to be used, it is not possible to determine if the “white-out” was used before or after approval.  Even if the “white-out” area is initialed by management, the potential exists that “white-out” could be used again to change a document after management approval.  Therefore, the use of white-out is not acceptable under any circumstance.)

NOTE:  Some departments may allow corrections via a method that does not include use of an NSU Form.  The above requirements may not apply to these other methods, if management’s written signature is not part of the alternate method of authorizing corrections.

Inappropriate Transactions

Departmental management is responsible for contacting Internal Auditing if inappropriate payroll transactions are suspected within their department.
Business Process Improvements (BPI)

Consider creating a user group, steering group or other type of management group that meets regularly to discuss and identify problems, consider process improvements, and verify compliance with NSU requirements.

Questions or Comments

Questions or comments on these self-audit guidelines can be addressed to audit@nsu.nova.edu
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